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Introduction

The community at large is in the process of evaluating the future release of Identity Lifecycle
Manager 0206 (I LM 2) and one of the exciting ne
the ability to integrate customWindows Workflow Foundation(\WF) workflows to better

express business logic by modeling policy.

Purpose and Overview of the Document

Ensynch is committed to expanding the general knowledge of the community with regards to
ILM 2 and its new technologies in an effort to reduce the time it will take for customers to
adopt them.

NOTE This document specifically covers behaviors and processtound in the release candidate of ILM
2 and may not accurately reflect those found in future releases. As changes are identified, Ensynch will
release updates to this document.

This document defines the processes and methods for the Operations Guide ghaf an
Identity Management project as identified in the Ensynch, I@ustomer Engagement Model

Validate Build &

reate Bulld & Config and Create Operations Config
Deployment Guides Guides Test Operation
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Procaed

Identity Management Project Phase Workflow
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Glossary

Term

Definition

Connected Data System

A unique repository of identity information. This could be a database,

directory, or flat text file of which the Identity Management product can
connect to and retrieve identity information from or synchronize information
to.

Connector Space

A term used to describe the local copy of a connected data source in
Mi c r o s afftytindegratibondServer.

Directory

Any hierarchical repository (X.500/X.400) of information that is used to stor
identity related information for the purposes of management.

Event based system

A term used to describe how identity information is procesd by acting on
oeventsod generated and sent bet we
the 1dM system directly. Event based systems require agents or drivers to
installed directly on the CD&s th
For exanple: a new record in the HR database may trigger an event which
causes a set of rules to fire within the 1dM system to provision and entitle a
new identity.

Flat file

Any text file used to store information. Typical formats include comma and
tab separatd values, attribute value pairsLightweight Directory

Interchange Formatand fixed column. Most data repositories include tools
to export information to flat files for distribution to other systems that canno
directly interface with the repository itsif.

Management Agent

A term used to describe the metho
I ntegration Server with a connect
they are providing connectivity for and not only hold the credentials used tg
conned securely to the CD, but define the scope, filters, and attribute
mapping between the Connector Space and the Metaverse.

Meta-Directory

A directory of information relating to or comprised of bits of identity
information from other directories oconnected data sources.

Metaverse

A term used to describe the repository of identity information compiled by
Mi crosoftds I dentity I ntegration

Provisioning

The act of creating and entitling a new identity into a data repository. The
converseofhi s ;prdd/ié si oni ngd ensures theé
removed and the entitlements are no longer valid.

Schema

A collection of classes and attributes used to describe objects in a
repository. Through planning, the schema can be extended to hosstom
client specific information that is not present in the default product schema

State based system

A term used to describe how identity information is processed by acting on
changes in the oO0stated of an obje
from the service hosting the objects. State based systems rely on schedul
polling cycles to detect state change8 typically by looking for deltas in the
CD. For example: A new record in the HR database is detected on the nex
scheduled Delta Import Wich triggers rules to fire within the IdM system to
provision and entitle a new identity.

Staging

The act of importing information into the Connector Space through either a
Full or Delta Import.
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Abbreviations

Abbreviation Description

ADDS ActiveDirectory Domain Services

ADLDS Active Directory Lightweight Directory Services
CD Connected Data System or Connected Directory
CS Connector Space

Ccsv Comma Separate Values

DLL Dynamic Link Library

DRE Detected Rules Entry

DRL Detected Rules List

EAF Export Attribute Flow

ERE Expected Rules Entry

ERL Expected Rules List

GAC Global Assembly Cache

IAF Import Attribute Flow

IDA Identity and Access Management

IdM Identity Management

ILM Identity Lifecycle Manager

ILMSDB ILM Service Database

ILMSS ILM Synchronization Service

LDIF Lightweight Directory Interchange Format
MA Management Agent

MPR Management Policy Rule

MV Metaverse

ovC Object Visualization Configuration

RCO Release Candidate Zero

SF Synchronization Filter

SR Synchronization Rule

XMA Extensible Management Agent
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1 How to Create a Custom ILM Workflow Aclyvi

To create the custom activity we have designed here you will need an implementation of the
ILM 2 Release Candidate 0 (RCO) server with a copy of Visual Studio 2008 Professional
Developer edition. You will be working directly on the SharePoint servertttie ILM portal
has been installed on. In the RCO Hyp&t VHD, all of the ILM components are installed on
the same server. In a production installation where the ILM services are installed on
separate servers the development process will require you tostall the resulting library in
the Global Assembly Cache (GAC) of the server running Mierosoft Identity Lifecycle
Manager Service

1.1 Creating the Visual Studio Project

1. The first step in this process is to create a Workflow Activity library as showrihie

figure below.
Mew Project ﬂ E
oo [ oo
Project bypes: Templates: I-NET Framework 3.5 j BB |3
Web ;I ¥isual Studio installed templates
Smark Device — -
OFfice -2 Emply Workflow Project i Sequential Workflow Console Appli...
Database I_,.i Sequential Warkflow Library ﬂSharePuint 2007 Sequential WorkFlow
Reporting ﬁSharePuint 2007 State Machine W, .Ij}f-’_'State Maching Workflow Conscle 4.,
Test I,_,-i Skate Machine \Waorkflow Library i WorkFlow Activity Library
WCF
wWorkElaw My Templates

Other Languages

Other Project Types
Setup and Deployment
Database
Extensibility
Yisual Studio Solutions

Tesk Projecks —_
-

=i Search Online Templakes. ..

& project For creating a library of activities which can later be reused as building blocks in workFlows, {MET Framework 3.5)

Mame: I EnswnchILMACtiviky
Location: I A sers)pdivan’ Documentstvisual Studio 2005 Projects ﬂ Browse, ., |
Solution MName: I EnswrichILMActvity W Create directory For solution

(a4 I Cancel |

Figurel-1 - Creating WF Project

2. Once the project is opened we want to preset a few things. We want to set the default
namespace to something more meaningful thaour project name. In my case | am
going to be wusing two namespaces, one for the workflow activity
(Ensynch.Workflow.Activities and another for the user interface component of the
activity Ensynch.ILM.Activitie$.
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3. In the Solutions Explorer Right click orhé EnsynchILMActivityproject and select
"Properties”

~EnsynchILMActivity |~ activityl,cs [Design] | Start Page | =

Application

Build

Build Events
Debug
Resaurces
Services
Settings
Reference Paths

Signing

e

Configuration; IN,I'.C\.

j FlatForm: IN.I'-f\ j

Assembly name:

Default namespace:

IEnsynchILMF\ctivity

Target Framework:

IEnsvnch.Warkﬂaw..ﬂctivitieﬂ

outpuk ype!

I.NET Framework 3.5 j ICIass Library j
Startup object:

I(Nl:nt set) j Assembly Infarmation. .. |
— Resources

Specify how application resaurces will be managed:

& Icon and manifest
& manifest dekermines specific settings For an application. To embed a custom manifest, First add
it b wour project and then select it From the lisk below,

" Resource File:

Icon:

I(Default Tcon) j _l '
Manifesk:

IEmbed manifest with default settings j

L

Figure1-2 - Visual Studio, changing default namespace

4. Change the name of the "Default namespace” field t&rfisynch.Workflow.Activitieé's
Save this coniguration and close the property sheet;

5. Now select the Signing tab on the left side. Since we are going to have to place our
library into the Global Assembly Cache (GAC) we need to have a signed library.
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EnsynchILMActivity*
Application
Canfiguration: IN,I'A j Flakfarm: IN,I'A j
Build
Build Events Cl Sign the Click@nce manifests
Certificate:
Debug Issued To (none} Select from Store., |
Issued By (none)
Resources Intended Purpose  (none) ; |
Expirakion Date  (none) Select from 2.,
Services Greate Test Gerkficate. .. |
ettings More Details, |
Reference Paths Timeskamp server URL: %

Signing*®

I Sign the assenbly

Choose a strong name key file:

IEnsvnch.snk j Chanae Password, .,

Il Delay sian arly:
wehen delay signed, the project will nok run or be debuggable,

Figure1-3 dVisual Studio, Signing panel

6. Check the "Sign the assembly"”™ <checkbox an
dropdown list.

v Sign the assembly

Choose a strong name key File:

Ensynch.snk j Change Fassword, .,
Enswrich, snk,

<Browse, .. >

Figure1+4 - Visual Studio, Signing the Assembly

7. In the Create StrongName Key dialog box enter a name for your key file (in my case |
entered Ensynch.snk) uncheck the "Protect my key file with a password" checkbox
and press OK.

Creakte Strong Name Key n

Key File name:

I Ensynch.snik]

[ Protect my key file with a passwaord
Enter password: %

Canfirmn passward:

(04 I Cancel

Figure1-5 - Visual Studio, Create Strong Nami€ey
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8. Do a Save All on your project and close the properties window.

9. We need to add the ILM libraries as references to our project. In the Solution
Explorer, right c¢click on the References fo

Solution Explorer

" 5] EnsynchILMActivity
El 7 Properties
- e ] AssemblyInfo.cs
= 2] Settings.settings
o EEIEEttiI‘II;IS.DESignEI‘.ES

Add Service ReFerencg. i,

Figure1-6 - Visual Studio, Add Reference
10. Select the Browse tab.

11.Browse to the ILM program folder (e.g.CAProgram File§Microsoft Identity
Management Common Services Select the Microsoft. ResourceManagement.dll as
shown in the figure belav. Press OK.

2§ add Reference EE

" MET | oM | Projects Browse |Recent |

Look. in:l Comrnon Services j €] g 10

Mame = |v| Drake modified |v| Type

B |Findrrivatekey exe 5/4/2008 1:35 PM Applicatior
|%| FunctionLibrary dll 10/27 (2008 6:29,,,  Applicatior

|%| Microsaft. IdentityManagement, Setupltils. dll - 10/27/2005 6:30...  Applicatior
|| Microsaft, Metadirectory ServicesEx, dll 10/27 /2008 6:30,,.  Applicatior

. Microsoft, ResourceManagearnent. dil 10/27/2005 6:30... Applicatio
B | Microsoft. ResourceManagement . Service. exe  10/27/2008 6:30...  Applicatior
(| MITSRCW,DLL 10/27/2008 6:29.,,  Applicatior
Jl | i
File name: IMicrnsnft.Hesu:uurceM anagement. dll j
Files of type: IEnmpanent Files [*.dll: tb;" olb:”. ocx.™ exe:” manifest) j

Ik | Cancel |

Figurel-7 - Visual Studio, Add Reference, Browse
12.Do a Save All on your project.
13.You can delete the Activityl.cs file.
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14.Now create a new class file namedEnsynchDiagnosticActivity.csising the Activity
template in the Workflow category as shown below.

Add Mew Item - EnsynchILMActivity

Cateqories: Templates:
Visual C# Items ¥isual Studio installed templates
Code
Data W activity 5 activity (with code separation)
General j Sequential Workflow {code) j Sequential Workflow {with code se...
Web j Skake Machine WorkFlow {oode) j Skabe Machine WorkFlow (with cod..
Windows Forms s Web Carfiguration File
WFF
Reporting My Templates
WarkFlow

Search Online Templakes. ..

Ackivity with definition and user code in same code file,

Marme: I EnsynchDiagnusticﬂ.ctivitv.u:s|

Add Cancel

Figure1-8 - Visual Studio, adding activity template

NOTE You will probably have to add the ILM custom activities to your toolbox ght click on the
toolbox and select "Add Tab" and add a new tab named "ILM Activities".

T|:| |:|||:| 0

"+ SharePoint Workflow
+ Windows Workfow ¥3.0
+ wWindows Workfow ¥3.5

[= General

[ | Paste
{ List Yiew

Shiow All

Choose Ikems. ..

Reset Toolbo:

Rename Tab

Mowe Up

Figure1-9 - Visual Studio, adding the ILM custom WF activities
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15.You will end up with an empty new category:

Toolbiox

SharePoint WorkHow

+ Windows Workflow v3.0
+ Windows Workflow ¥3.5
= ILM Activities

There are no usable controls in this
group, Drag an item onko this text ko
add it ko the toalboo:,

| = General |

Figure 1-10 - Visual Studio, ILM Activities category
16.Ri ght <c¢click in the I LM Activities space an

17.Sel ect the "Browseé" HMprogamfoldenahd selecithe gat e t
Microsoft.ResourceManagement.dll library.

2§ 0pen
(;l'i }v | . = Common Services - lml ISearch |Eg]
Organize - == Wiews | Mew Falder ﬂ
Eavarite Links Mame = |v| Date modified |v| Type
[ FindPrivatekey.exe S/4/2005 1:35 PM Applicatic
. Projects %) FunctionLibrary.dl 10/27/2008 6:29... Applicatic
Bl Deskkop || Microsoft IdentityManagemnent, SetupUtils. dil - 10/27/2008 6:30..,  Applicatic
(M Computer || Microsoft, MetadirectoryServicesEx, dl 10J27)2008 6;30... Applicatic
i‘F Diocuments r'-'1i|:r'|:|::|:nft.F!.E::n:nur'n:er'-'1ar|a|;|n3rner|t.|:|II 10J27 /2008 6:3 Applicati
gE Pictures Erﬂicmsnft.ResuurceManagement.SErvice.exe 10/2712008 6:30..,  Applicatic
|| MITSRCW,DLL 10/2712008 6:29,., Applicatic
’ﬂ" Music
2 Recently Changed
'Ef Searches
. Public
Folders Ay I I LI
File name: IMiu:n:usu:uft.HesnurceManagement.dll j IE:-ceu:utaI:uIes [*.dll; * exe) j
% Open I Cancel |
A

Figure1-11 - Visual Studio, selecting the Microsoft.ResourceManagement.dll

18.Press Open. If you sort the resulting list by Namespace you will see all the &t
highlighted for this library.
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Choose Toolbox Items EHE |

MET Framework Companents | com Companerts | WPF Companents | activities |

Mamespace

FunctionAc

Filter: I

— ApprosalAckiviby

Wersion: 4,0,1573.0 (Retail)

Language:  Inwvariant Language (Invariant Counkesd

Browse, ..

Figure1-12 - Visual Studio, Toolbox Items

(] 4 I Zancel | Reset |

19.Press OK and the activities will be added to your ILM Activities Toolbox.

"=IIM Activities

k Painker

1| PWResebAckivity

H| Approvalfctivity
ApprovalExpirationAckivity
AuthenticationGateActivity
SequentialworkFlow
Authenticationtorkflow
CreateResource Ackivity

CurrentRequeskackivity

IEl.IlEI]lEh'M-m.IEhIEh

DeleteResourcesctivity

ot

DeltallpdateResourcedctivity

EmailMotificationAckivitsy

=

=

Functionackiviky
Groupyalidationckivity

lEll

;
ot

CueuedInputActivity
ReadResourceActivity

ReceivelreateResourcedctivity

SynchronizationRulesckivity

=

UpdateResourcedckivity

=i

smiInteractivesckivity |

Figure1-13 - Visual Studio, ILM Activities in Toolbox
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20.Drag a CurrentRequestActivityonto the design surface and rename the activity
"LogRequestActivity. Your activity should look like it does below:

(ec) ERE

2% EnsynchILMActivity - Microsoft Yisual Studio (Administrator)

File Edit ‘iew Project Buld Debug Data  Tools  Test  Window Help

R - L R R R i) =
L P | T | = =T == =
Toolbox EnsynchDiagnos...y.cs [Design]* Pl Solution Explorer - EnsynchILMACtvity
“ arePoint Workflow ] F=) .Q-ﬂ:' @ = ‘j dg.._},
LL] L1} .
J Salution 'EnsynchILMactivity' {1 project) -
Windows Workfow v3. H T - I—
R T T T T e — EnsynchDiagnosticActivity = :E EnsynchILMActivity
_ = T =l [ Proparties
R Pointer | b ] AssemblyInfo.cs
B PWResetAckiviky ':' = J _SBttings.settings
1| ApprovalActivity | [3] Logrequestactivity |: - 1] Settings.Designer s
4| ApprovvalEspirationackivic - |5 References
| App s ¥ : i F 0 a0 - Microsoft. ResourceManagement
E mullemdcetionEsEdidny 0 || L AR | [ A Syskem —
\:> Seaperdeartilas || - ———————— | || I . 43 System. Configuration
¢ puferietaeiifae 00 || e | || +3 System.Care
. e A System.Data
31| CreateR Ackivik
j__{ RGeS, $ 89090999 e {33 System Design
M CumEmddEmuEEiEiey || | A Systern,Drawing
E FE[EEEREERIGEEGhICN—— @$—009090900 Wl e < System.Drawing. Design
GINREEENEESERESEIEENEE . $Z— 0090 0 Wi i “3 System.IdentityModel
----- +3 Syskem.M 3 hd
5] Emailotificationdctiviey S AnadEmEn
Properties
E FunctionAckivity
E Group¥alidationActivity LogRequestActivity Microsoft.ResourceManagement, =
_l;J CueuedInputAckivity g: 'Hr
E ReadResourcedctivity (Mame) LogRequestActivity
E ReceiveCreateResourcefctivity CurrentRequest o
E SynchronizationRuleActivity Description
Enabled T
E |UpdateRr esaurcedckiviey nave rue

d1| EmlInteractivedctiviey

= General

Thete are no usable contrals in this
group. Drag an item onto this text bo
add it to the toolbox,

(Name)

Please specify the identifier of the activity, It has ko be
unique in the workflow,

& & ksl

Ready

Figure1-14 - Visual Studio, WF Designer
21.Right click on the design surface and seleatiewCode

22.In the code we need to add the references to the ILM object model and also a
reference to the collections object model which many of the diohary items are built
from. And since we are potentially going to be working with some diagnostics level
bits we add that along with System. | O si
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using System.Collections.Generic;

using System.Collections.Objectbtel;

using System.Diagnostics;

using System.|O;

using Microsoft.ResourceManagement.Workflow.Activities;

using Microsoft.ResourceManagement.WebServices.WSResourceManagement;
using Microsoft.ResourceManagement. Utilities;

Code Fragmentl-1 - Importing Namespaces

23.Now we need to add a variable that will hold the data associated with the ILM
request type. We'll call thatcurrentRequest For organizational purposes | like to
isolate different sections of my ode into regions. We'll locate this code in the "Activity
Properties"” region.

public RequestTypecurrentRequest;

Code Fragmentl-2 - Current request

Now, because we are building a diagnostic activityewvill want to write the diagnostics to a
file in a folder of our choice. In addition we will want to provide a name that that will allow us
to pinpoint where we have placed a copy of this activity in our workflow. So we need three
additional properties that we will create in the user interface component of this activity. We
create these as dependency properties which will allow the ILM design surface to set the
properties of the activity and have them persist into the workflow definition. These
properties actually show up as attributes of the activity definition in the XOML workflow
definition we will create in the ILM portal using our activity.

24.So0 we create three propertied, ogActivityNameLogFolderand LogFile

public static DependencyPropertiogActivityNameProperty =
DependencyPropertyRegister(LogActivityName'typeof(string), typeofEnsynchDiagnosticActivi)y;

[Browsabletrue)]
[DesignerSerializationVisibilifpesignerSerializationVisibilitContent)]
[Category'Properties)]

public string LogActivityName

get{return (string)this.GetValueEnsynchDiagnosticActivitogActivityNameProperty); }
set

this.SetValueEnsynchDiagnosticActivitogActivityNamePropertyalue);
}
}

public static DependencyPropertiogFolderProperty =
DependencyPropertyregister(LogFolder, typeof(string), typeof EnsynchDiagnosticActivi}y;

[Browsabletrue)]
[DesignerSerializationVisibilipesignerSerializationVisibilitContent)]
[Category'Properties)]
public string LogFolder
{
get { return (string)this.GetValueEnsynchDiagnosticActivitogFolderProperty); }
set

this.SetValueEnsynchDiagnosticActivitiogFolderPropertyalue);

}
}

public static DependencyPropertlogFileProperty =
DependencyPropertyRegister(LogFile; typeof(string), typeof EnsynchDiagnosticActivi}y;
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[Browsabletrue)]
[DesignerSerializationVisibilifpesignerSerializationVisibilit€ontent)]
[Category'Properties)]

public string LogFile

{
get{return (string)this.GetValueEnsynchDiagnosticActivitkogFileProperty); }

set

this.SetValueEnsynchDiagnosticActiviti.ogFilePropertyyalue);

}
}

Code FragmentlL-3 - Activity properties
25.Now let's go back to the design surface. We need to connect the

CurrentRequestActivitywe placed into our activity to theCurrentRequestparameter
we created.

Properties

LogRequestActivity Microsoft, ResourceManagement. \workflc =

B

(Mamne) LogRequestActivity
CurrentRequest '_I
Description

Enabled True

Figure1-15 & Setting the CurrentRequest property
26.Pick the ellipsis to the right of theCurrentRequestproperty.

Bind 'CurrentRequest’ to an activity's property EHE

Bind to an existing member | Bind ko a new member |

EE EnsynchDiagnosticActivity
EI LogRequestAckivity
(3B N i ent R equest

The selected property of bype ;I

‘Microsaoft . ResourceManagement . WebServices ., WSResourceManagement . RequestType'

can be assigned ko the target property of tvpe

‘Microsoft ResourceManagement. WebServices, WaResourceManagement . Request Type', _I
-,

(] 4 I Cancel |

4

Figure1-16 & Selecting the currentRequest property we added manually
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27.Select thecurrentRequest(this is the variable we created in the code) and sele@K
If you open up theCurrentRequestproperty now it will show how it is connected to
our code.

NOTE we <could have selected the 0Bind to a new
parameter right from here instead of manually coding it in as we did above.

LogRequestActivity Microsoft,ResourceManagement, Workflc -

LogRequestActivity

CurrentRequest L] Activity =EnsynchDiagnosti .,
Mame EnsynchDiagnostic Activity
Path currentRequest

Descripkion

Enabled True

Figure1-17 & Detail showing the completed property connection for CurrentRequest

28.Save this and then let's go back to the code. Let's ka a quick look at the
SequenceActivitythat our activity is built from. Right click on th&equenceActivity
interface and selectGo To Definition

namespace Ensynch.Workflow. Activities
i

public partial elass Ensynchliagnosticlotivity @0 |Eiegbi=hlad=p e sl o
‘ j Wiew Designer
public Ensynchliagnostichetivity ()
; Refackar 3
InitializeComponent() ; Qrganize Usings k
' Ej Create Unik Tests...
fregion Activity Properties --E], Insert Snippet. ..

= | surround with, ..
public RegquestType currentBRedquest:

public static DependencyProperty Loghotivitylls Find All References

Figurel-1806Sel ecti ng t he 0Go T oSedgnenfeActvityticihssndé opti on on t
NOTE You should see the following definition:

using System;

using System.ComponentModel;

using System.ComponentModel.Design;

using System.Drawing;

using System.Workflow.ComponentModel;

using System.Workflow.ComponentModel.Design;

namespaceSystem.Workflow.Activities

public class SequenceActivity CompositeActivitylActivityEventListenetActivityExecutionStatusChangedEventArgs

{
public SequenceActivity();

public SequenceActivitygtring name);
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protected override ActivityExecutionStatu€ancelActivityExecutionContexéxecutionContext);

protected override ActivityExecutionStatuExecutefctivityExecutionContexexecutionContext);

protected override ActivityExecutionStatus HandleFaul(ActivityExecutionContext executionContext, Exception
exception);

protected override void OnActivityChangeRemova(tivityExecutionContexexecutionContextActivityremovedActivity);

protected virtual void OnSequenceComplete(ctivityExecutionContexéxecutionContext);

protected override void OnWorkflowChangesCompleted(tivityExecutionContexéxecutionContext);

}
}

Code Fragmentl-4 - Summary view of the SequeteActivity Class Definition

For our purposes we are going to implement an override of tSequenceCompletevent
handler and theHandleFaultevent handler in case we run into a problem.

29.S0 now back to our code. I'm going to paste in the code | am gousg for these two
events which | ooks | ike what you are seei
method | am writing out the object type and the request type as well as cycling
through the request parameters and workflows dictionary to write those out all.
For the object type and request type | am
insert a little further down.

protected override void OnSequenceCompleté(ctivityExecutionConte)executionContext)

{
try
{
SequentialWorkfloncontainingWorkflow =null;
if (ISequentialWorkflowTryGetContainingWorkflowis, out containingWorkflow))
throw new InvalidOperationExceptio(iUnable to get Containing Workfloy"
}
1l
/I Output the Request type and object type
1l
this.SimpleLogFunctioriRequest Object Type ¥™ + this.GetObjectType() ¥\, ", EventLogEntryTypinformation,
10002, 100);
this.SimpleLogFunctioriRequest Operation Type ¥" + this.GetOperation() +\", ", EventLogEntry Typinformation,
10002, 100);

I

/I UpdateRequestParameter derives from CreateRequestParameter.

/I Since we only need PropertyName / value pairs,

/I simplify the code to work on CeateRequestParameter only.

I

ReadOnlyCollectionCreateRequestParameter requestParameters =
this.currentRequest.ParseParameterssreate RequestParametes();

I

/I Traverse CreateRequestParameters in and print out each attribeiin the request

I

this.SimpleLogFunctioriCycle Through the Request Parameters”, EventLogEntry Typinformation, 10002, 100);

foreach (CreateRequestParameterequestParameterin requestParameters)
this.SimpleLogFunctioriRequestParameter\("" + requestParameter.PropertyName A ")",

; " =\""+ requestParameter.Value.ToString() +"", EventLogEntry Typinformation, 10002, 100);

this.SimpleLogFunctiornCycle Through the Workflow Dictionary", EventLogEntry Typinformation, 10002, 100);

foreach (KeyValuePakstring, object> ditem in containingWorkflow.WorkflowDictionary)
this.SimpleLogFunctioriDictionary Entry\(" + ditem.Key +"\")",

" =\""+ dltem.Value.ToString() ‘A", EventLogEntryTyptnformation, 10002, 100);
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catch (Exceptionex)

this.SimpleLogFunctioriDiagnostic Log Entry Requedxception; " = " + ex.Message +"", EventLogEntryTypError,
10005, 100);

}
finally

base.OnSequenceComplete(executionContext);

}
}

protected override ActivityExecutionStatutHandleFault@\ctivityExecutionConterexecutionContext Exceptionexception)
SimpleLogFunctioriHandleFault; exception.Messagel-ventlLogEntryTypError, 1000, 100);

return ActivityExecutionStatu€losed;

}

#endregion

Code Fragmentl-5 - Event Processing Methods

30.Notice | keep calling a function namedbimpleLogFunction So we need to add one
additional section, theUtility Functiors region that holds that routine. Here | simply
(hence the name) create/open the file in the folder speciféeand append a record
containing the specified entry to the file. This is also where we add our two helper
functions to output the request type and object type.

#region Utility Functions

private void SimpleLogFunctiorgtring functionName, string Message,EventLogEntry Typtype, int eventlD,short category)
string delim ="
using (StreamWritermylog =new Stream\Write(Path.Combinethis.LogFolder this.LogFile) true))

mylog.WriteLineDate TimeNow.ToStrindfyyyyMM-dd hh:mm:ss’) +": "+
this.LogActivityName +: "+
functionName +", "+ Message);

mylog.Close();

}

private string GetOperation()

switch (this.currentRequest.Operation)
{
case OperationTypeCreate:
return "Create’,
case OperationTypeDelete:
return "Delete’;
case OperationTypeEnumerate:
return "Enumerate$
case OperationTypeGet:
return "Get',
case OperationTypePull:
return "Pull"
case OperationTypePut:
return "Put’;
case OperationTypeSystemEvent:
return "System Event"
default:
return "Unknown Operation”
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}

private string GetObjectType()
{

return currentRequest.TargetObjectType;

}

#endregion

Code Fragmentl-6 - Utility Functions
31.Let's stop and build this solution just to make sure we did everything correctly.

1.2 Building the ILM Activity Ul

Now let us create the class that will allow us to see our custom activity in the ILM Workflow
Design Surface. Follow these steps to build the ILM Activity:

1. First let us create a new class name&nsynchDianosticActivityUl.c3\e also need to
add the references we need to support ILM as well as the workflow engine and, since
we will actually be building a .Net web control, we need to add the ASP.Net
references as well. Rightlick on References in the Solution Explorer, browse t
C\Program Files§Microsoft Identity ManagementWeb Portals and select all of the
libraries in the folder. Then add the following namespaces to the class.

using System.Workflow.ComponentModel;

using System.Workflow.ComponentModel.Design;

using System.Waekflow.ComponentModel.Compiler;

using System.Workflow.ComponentModel.Serialization;
using System.Workflow.Runtime;

using System.Workflow.Activities;

using System.Workflow.Activities.Rules;

using System.Web;

using System.Web.UI;

using System.Web.Ul.WebControls;

using System.Web.Ul.HtmIControls;

using System.lO;

using System.Diagnostics;

using Microsoft.ResourceManagement.Utilities;

using Microsoft.IdentityManagement.WebUI;

using Microsoft.ResourceManagement.Workflow.Activities;
using Microsoft.IdentityManagement.WebUI.Controls;
using Microsoft.ldentityManagement.WebUI.Controls.Resources;

Code Fragmentl-7 - Importing Namespaces

2. We are also going to change the namespace that | usir the interactive
components to: Ensynch.ILM.Activities This class needs to implement the
"ActivitySettingsPart | nt erface so wedll add that t
flow out the implementation of our class for us (see below).

namespace Ensynech. ILM. Aetivities

{

clazss EnsvnchlianosticlotivicyUIl o ActivithettingsParﬂ
{ =]

'

' A

Implement abstract class 'BckivibySettingsPart’

Figure1-19 dSelecting the Implement option on ActivitySettingsPart to flow out its interface to our class

The resulting class structure for us to flesh out is shown below:
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Code Fragmentt-8-Def aul t c¢cl ass structur e
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namespaceEnsynch.ILM.Activities

class EnsynchDianosticActivityUlActivitySettingsPart

{

}

public override ActivityGenerateActivityOnWorkflowequential\Workflowworkflow)

{

throw new NotimplementedExceptio();

}

public overridevoid LoadActivitySettings{ctivityactivity)
{

throw new NotlmplementedExceptiof);

}

public override ActivitySettingsPartDat®ersistSettings()

{

throw new NotlmplementedExceptiof);

}

public overridevoid RestoreSettings{.ctivitySettingsPartDataata)
{

throw new NotimplementedExceptio();

}

public overridevoid SwitchMode{.\ctivitySettingsPartModanode)

{

throw new NotlmplementedEception();

}

public override string Title

get{ throw new NotimplementedExceptio(); }

}

public override bool Validatelnputs()

{

throw new NotlmplementedExceptiof);

}

after oi mplementingo

3. So again, we are going to add some helper functions that will help us create our user
interface. These will create all the user interface components we need to show the
user in order for them to provision this activity in theeM WorkflowDesign Surface

NOTE The EnsynchSwish.jpg file is included in the root folder of the solution in cagsu want to use it

to see how it appears on the design surface. | created an Images folder in my SharePoint website root
(CXinetpub\ wwwroot\ wss\ VirtualDirectoried 80) and am referencing the image file from there in the

code below.

#region Utility Functiors

private void InitializeControls()

{

Tablechild =new Tablg);

child.Style.Addbackgroundimage", "/Images/EnsynchSwish.jpg);
child.Width =Unit.Percentage(100.0);

child.BorderWidth = 0;

child.CellPadding = 2;

1

/I We need an activity name for our instance, a folder path to where to write the file and a text box to hold our filename
/I which we will default to myLog.txt
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child.Rows.Add(AddTableRoWctivity Name:""txtActivityName,' 64, false, "Diagnostics));
child.Rows.Add(AddTableRoViAle Folder Path;™"ixtFilePath; 256, false, "C\\"));
child.Rows.Add(AddTableRoVi{iagnostic File Name;"txtFileName; 64, false, "LogFile.txt));

this.Controls.Add(child);

private TableRowAddTableRowgiring labelText,String controllD,int maxLength,BooleanmultiLine, string DefaultValue)

{

}

TableRowrow =new TableRow();
TableCellabelCell =new TableCel();
TableCellcontrolCell =new TableCe();
Labelolabel =new Labe();
TexBoxoText =new TextBox);

/I Add the To:

olabel. Text = labelText;
olabel.CssClass ase.LabelCssClass;
labelCell.Controls.Add(olabel);
oText.ID = controllD;

oText.CssClass base.TextBoxCssClass;
oText.Text = DefaultValue;
oText.MaxLength = maxLength;

if (multiLine)

oText.TextMode = extBoxModeMultiLine;
oText.Rows = Systerivath.Min(6, (maxLength + 60) / 60);

}
controlCell.Controls.Add(oText);
row.Cells.Add(labelCell);
row.CellsAdd(controlCell);
return row;

private void SetControlAccessring controlID,BooleanreadOnly)

}

TextBoxoText = {{extBojthis.FindControl(controlID);
if (oText !=null)
oText.ReadOnly = readOnly;

private string GetControlStringgtring controllD)

}

TextBoxoText = {[extBojthis.FindControl(controlID);
if (oText !=null)

return oText.Text;
else

return "[TextBox "+ controllD +" Not Found;'

private void SetTextBoxValuetring controllD, string value)

}

TextBoxoText = {(extBojthis.FindControl(controlID);
if (oText !=null)

oText.Text = value;
else

oText. Text ="

#endregion

#region Ensynch Event Log

private void SimpleLogFunctiorgtring functionName, string Message,EventLogEntry Typtype, int eventID,short category)

{
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using (StreamWritermylog =new Stream\Write(@"C:MyErrorLog.txt'true))

mylog.WriteLinelDate TimeNow.ToStrindfyyyyMM-dd hh:mm:ss)) +", "+ functionName +", "+ Message);
mylog.Close();

}

#endregion
Code Fragmentl-9 - Utility Functions
4. We also need to add one more override method to our implementation, the

CreateChildControl§, which will be called by the ILM interface to instruct our control
to create its interface.

protected override void CreateChildControls()

{
try

this.InitializeControls();
base.CreateChildControls();

catch (Exceptionex)

SimpleLogFunctioriActivitites.CreateChildControlséx.Message FventLogEntry TypError, 1000, 100);

}
Code Fragmentl-10 - CreateChildControls Method

5. Notice | also have a call to my diagnostiSimpleLogFunctiol) here too. This version
writes to "CYMyErrorLog.txt" just in case | make a mistake somewhere.

NOTE Notice my extensive use of trgatch-finally blocks in my code. While these are not alwayhe
most efficient pieces of code, we are writing both a user interface and a workflow component and we
don't want them to fail in production or we at least need them to fail gracefully. If you do any extensive
SharePoint development you will also want teliow this practice as all the interfaces with SharePoint
are web service based and with the data being so dynamic requests can fail anywhere so you will want
to trap them.

6. So let's go through each interface method and implement code on them one by one.

Interface Description

This routine, as mentioned above places our controls into the design servi
CreateChildControls for us. We build our utility functions to create our controls and place them
within a table so we have a nicely laid out format.

This method will be called by ILM when the user hits the save button and
ILM wants s to return an instance of outensynchDiagnosticActivitactivity
with the properties in it filled in with the values entered from the text boxes
in our user interface. The code is shown below

GenerteActivityOnWorkflow

Tablel1-1 & CreateChildControls and GenerateActivityOnWorkflow

public override ActivityGenerateActivityOnWorkfloweguential\Workflowworkflow)

{
try

this.SimpleLogFunctioriGenerateActivityOnWorkflow"Starting Activity Generation"EventLogEntryTypinformation,
10000, 100);
if (Ithis.Validatelnputs())

return null;

}
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Ensynch.Workflow.ActivitiesnsynchDiagnosticActivitactivity =
new Ensynch.Workflow.ActivitiesnsynchDiagnosticActivif);
this.SimpleLogFunctioriGenerateActivityOnWorkflow" "Activity Created" EventLogEntryTypinformation, 210000,
100);
activity.LogActivityName = GetControlStririgActivityName);
activity.LogFolder = GetControlStririggtFile Path);
activity.LogFile = GetControlStringktFileName);

this.SimpleLogFunctioriGenerateActivityOworkflow,; "Activity Properties Sef" EventlLogEntryTypiformation,
10000, 100);

return activity;
catch (Exceptionex)

SimpleLogFunctioriGenerateActivityOnWorkflow Erroex.MessagefventLogEntryTypError,1000, 100);
return null;

}
}

Code Fragmentl-11 - GenerateActivityOnWorkflow Method

7. We create an instance of our activity, fill in the three properties we created
(LogActivityName LogFolde, and LogFileé by wusing a helper function,
GetControlString) and then simply return it.

The next several sections cover each interface in detail:

Interface Description

This is called by ILM when it wants us to reload our user interface. It passes us a
LoadActivitySettings | definition of our activity from its XAML definition. The code flooadActivitySetting§) is
shown below

Table1-2 8 LoadActivitySettings

public override void LoadActivitySettings{ctivityactivity)
{
Ensynch.Workflow.ActivitiesnsynchDiagnosticActivitactivity2 =
activity as Ensynch.Workflow.ActivitieEnsynchDiagnosticActivity
if (activity2 != null)
{

SetTextBoxValué{xtActivityName,  activity2.LogActivityName);
SetTextBoxValué{xtFilePath} activity2.LogFolder);
SetTextBoxValué{xtFileName;' activity2.LogFile);

}
}
Code Fragmentl-12 - LoadActivitySettings Method
Interface Description
PersistSettings Packages up the activity properties in aActivitySettingsPartDatacollection and returns
them to ILM for processing

Tablel1-3 - PersistSettings

public override ActivitySettingsPartDat®PersistSettings()

{
ActivitySettingsPartDatalata = new ActivitySettingsPartDat§;
data['LogActivityNamd'= GetControlStrind{xtActivityName);
data['Log~older] = GetControlStringxtFilePath);
data['LogFile] = GetControlString(txtFileName);
return data;
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}
Code FragmentlL-13 - PersistSettings Method

Interface Description

RestoreSetting Allows our interface to restore the values of our properties to the interface

Table1-4 - RestoreSettings
public overridevoid RestoreSettings{\ctivitySettingsPartDatalata)

if (data !=null)

SetTextBoxValué{xtActivityName, data['LogActivityNamg"as string);
SetTextBoxValué{xtFilePath; data['LogFolder] as string);
SetTextBoxValué{xtFileName, data['LogFile] as string);
}
}

Code Fragmentl-14 - RestoreSettings Method

Interface Description

This routine is called by ILM when it wants our control to switch from edit to view modes.
SwitchMode Again, we make user of a helper function SetControlAccess() to & access to read only in
view mode.

Tablel1-5 - SwitchMode
public overridevoid SwitchMode{\ctivitySettingsPartModanode)

{
bool flag = mode !=ActivitySettingsPartModdedit;
SetControlAccess(xtActivityName,'flag);
SetControlAccess{xtFilePath; flag);
SetControlAccess(xtFileName; flag);

}
Code Fragmentl-15 - SwitchMode Method

Interface Description
Title The title property provides the ILM interface with the title string that it will display for us ¢
the design surface.

Tablel-6 - Title
public override stringTitle
{

get

{

return "EnsynchDiagnostic Activity;"

}

}

Code Fragmentl-16 - Title Property

Interface Description

ILM calls this method as the first step when a user presses the Save button on our activ
on the design surface. In our case we are going to assume that the user always puts va
Validatelnputs file and folder names. By the way, remember that since the target folderdifile are going
to be on the server any validation we do would be against that machine and not
necessarily the client we are working on.

Tablel-7 - Validatelnputs
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8. So we are going to simply return "true" from this routine.

public override bool Validatelnputs()

{

return true;

}
Code Fragmentl-17 - Validatelnputs Method

So that's it. We have completed the caadg for our activity we can now build our library.

1.3 Building the library and loading it so that ILM will
see it

So for ILM to make use of our custom activity, the library will need to be signed and placed
in the Global Assembly Cache (GAC).

1. To installyour library into the GAC you can use gacutil.exe:
"C\Program FilesMicrosoft SDK$Windows v6.0A\ Bin\ gacutil" /i EnsynchILMActivity.dll

NOTE For a complete reference on signing and installing a library into the GAC, pleaster to How to
install an assembly in the Global Assembly Cache in Visual Basic .NET or in Visual Basic
2005 (Microsoft, Inc, 2007)

In my case | am adding my control to an existing library that has already been created and
signed. The illustration below shows the property sheet for the signing page of my library.

Application
Configuration; INII'F\ j Platfarm: IN,I'F'. j
Build
Euild Events El Sign the ClickGnce manifests
Certificate:
Debug Issued To {rane) Select From Stare, . |
Issued By {none)
Resources Intended Purpose  (none) i |
Expiration Date {none) Select fram ...
Services Create Test Certificate, |
Settings [More Detais, .. |
Reference Paths ITimestamp server LIRL:

Sigring

v Sign the assembly

Choose a strong name key File;

IEnsynch.snk j Change Password. ..

r Delay sign anly
When delay signed, the project will not run or be debuggable,

Figure1-20 - Visual Studio,

2. The first time you install your library in the GAC you will want to grab the public key
token and version information. We will need that in the next step. From the
CAWindows assemblyright click on your library and select Properties.

Identity and Access Management Operations Gujd20


http://support.microsoft.com/kb/315682
http://support.microsoft.com/kb/315682
http://support.microsoft.com/kb/315682
http://support.microsoft.com/kb/315682

(ec) ERE

jlil DTEParseMgd 9.0.242.0 £59345dcd80300c91
E&IDTEParSEMgd 10.0.0.0  §9845dcda0s00c91
HI&IDTEF‘arSEMgd 10.0.0.0  §9845dcda0sccai
e EnsynchILMackivity: fbe977addabss4ac
E@EHVDTE bO3FSF7F11d50a5a
E&IEHVDTEBD bO3FSF7F11d50a5a
jI&I EnvDTERO —— bO3FSF7F11d50a5a
HI%IEH'-.-‘DTE'EIEIE = T bO3FSF7F11d504a3a
s@1Fventiiewer /.0.0.0 31bF3856ad364235

Figure1-21 - Windows Explorer, GAC, File Properties

53 EnsynchILMActivity Properties

General | version |

S

Mame: EnsynchILMAckivity

Processor Architecture; M3IL

Last Modified: 11)24/2008 7:55:24 PM
Culture: Meutral

Wersion: 1.0.0.0

Public Kexw Token: Fbe977eddab5549c
CodeBase:

Ok I Cancel Help

Figure1-22 - File, Activity Properties

3. So we are going to need the public key tokerfb&é9778dd9b5549c¢ " and the \ersion:
"1.0.0.0" for the next step.

1.4 Exposing Our Activity to the ILM Workflow
Designer

One more step to go. We have to tell ILM about our custom activity. To do this we need to
add our activity definition to the configuratiorobject ILM uses for its Actiity definitions.
Open the ILM portal and navigate t@&ll Resources In order to accomplish this it is highly
recommended that the OVC configuration files for thActivitylnformationConfiguration
object be loaded in order to simplify the creation proces#je instructions and sample files
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can be found onILM 2 RCOJ Creating OVC for ActivitylnformationConfigurat{@urner,
2008). All of the examples below utilize the new OVC definitions.

Microsoft®

|dEI‘1tIty LleCYCle Ma nager ;;2.-1 Release Candidate

ILM Home T

Distribution Lists gﬁ@ All Resources
= My DLs

= My DL Memberships

Security Groups
= My Groups Display Mame+ Systemn Mame
= My Memberships Activity Information Configuration ActivityInformationConfiguration

Figure1-23 - All Resources, Activity Information Configuration

NOTE Microsoft.IdentityManagement.Activities.arp is no longer used to hold thetivity settings.

1. Click onActivity Information Configuratiomnd click New. This is where we associate
the web interface with our activity.

# Create "Activity Information Configuration” Object

Essentials Summary

Display Mame *
The narme that will be vizible to uzers in UI I

Description

Activity Name *

The clazs name of the carrespondeant I
ackivity

Assembly Name *

The aszembly where the activity settings I
part iz defined

Is Authentication Activity

This is an indication that this adctivity could r
be put inte an authentication process

Is Action Activity

This is an indication that this activity could r
be put into an action process

Is Authorization Activity

Thiz iz an indication that thiz adivity could r
be put into an autharization process

Type Name *

The clazs name of the acivity zettings I
part,

Figure1-24 - Create Activity Information Configuration Object

The definitions and values to enter into the fields are shown in the table below:
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Element Name

Values &Description

Ensynch Diagnostic Activity

Display Name ] o ] ] . ]

Thetitleasitwilappear i n the designerds acti
o Ensynch ILM 2 Activitthat writes Request data to a specified log file

Description . o . . ~
The descriptionasitwila ppear in the designerds
Ensynch.Workflow.ActivitieEnsynchDiagnosticActivity

ActivityName The full class name (including the namespace) of the workflow activifgss that is
associated with visual component.
EnsynchlLMActivityVersion=1.0.0.0, Culture=neutral,
PublicKeyToken=fbe9778dd9b5549c
This is theinformation associated with the assembly that contains the custom
activity. The contents should contain:
Assembly name, Version, Culture, and the Public Key Token.
Assembly Name: The assembly name is the name of the DLL minus the extensig
In the example able the asembly DLL is hamed:

AssemblyName Ensynch.ldentityManagement.Activities.dll.

Version: The DLL version. In this example we are using version 1.0.0.0

Culture: The culture the assembly was created for. In this case the assembly is
neutral.

PublickeyToken: If you are ptihg your assembly into the GAC you will need to
strongly type your assembly and copy it into the GAC. You can look at the
properties once you have installed it there and access the public key token and t
version.

Is Authentication
Activity

X
This is anindication that this activity could be put into an authentication process

Is Action Activity

X
This is an indication that this activity could be put into an action process

Is Authorization Activity

X
This is an indication that this activity could beut into an authorization

TypeName

Ensynch.ILM.Activities.EnsynchDianosticActivityUl

The full class name (including the namespace) of the class that provides the visu
component in theWorkflowDesigner

2. Once you've entered all the information, clidkinish and Submit.

3. After installing and configuring our libraries we need to reset IIS and restart the ILM
services in order for them to connect with our latest version of the library we just

deployed. You can open a Command window on the SharePoint seasd enter the
"lisreset” command and hit return. This will reset IIS.

4. Next open the Services application from thédministrative Toolsfolder.
Services application you will want to restart the ILM service, "Microsoft ldentity

In the

Lifecycle Manager Sevice", which is shown in the figure below.
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File  Action ‘Miew Help

&= |F|Ea=|HFE »n 1R

Mame = | Skatus | Skartup Tvpe |
{EhMicrosoft JMET Framework MGER v2,0,50727_X64 Manual
{EhMicrosoft MET Framework MGER vZ2,0,50727 _X56 Manual

£ hMicrasoft Fibre Channel PlatFarm Registration Service Manual
EhMicrasoft Identity Integration Server Skarted Automatic

* Microsoft Identity Lifecycle Manager Service
&k Micrasoft iSCSI Initiatar Service

Aukormakic

Manual
& hMicrasoft Office Diagnostics Service Manual
{EhMicrosoft Software Shadow Copy Provider . Manual
{EhmMultimedia Class Scheduler — Manual
{ELMet, Tep Port Sharing Service M Disabled
Ll Y 1S N [y TR . Ak i

Figure1-25 - Services, ILM Services

NOTE:Every time you rebuild your library you will need to install the new version to the GAC, reset IIS,
and restart the ILM service. For more information, refer to the section d»ebugging the Custom ILM
Workflow Activitywhich discusses automating these tasks within Vil Studio.

5. Now let's use our custom activity in a new workflow. In the ILM portal, navigate to All

Workflows Home A Management PoliciesA Workflowg. Create a new workflow
and enter the following information on the Basic Information tab:

Attribute Value
Workflow Name Log Create User Requests
Workflow Type Action

Table1-8 - Create New Workflow, Log Create User Requests

6. ClickNextand you see that we begin with a blank workflow. We must add at least
one activity, and therefore the Activity Picker is displayed by default.
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Add Activity

Activity Picker

Motification

i This activity sends notification to specific
recipients,

Synchronization Rule Activity

i This activity manages the application of
Syvnchronization Rules to ILM objects,

Function Evaluator

' This activity allows functions to be used in
workflow defination

Password Reset Activity

This is an activity to reset a user's
password.,

r Ensynch Send Email
Ensynch ILM 2 Demonstration eMail Activity
Ensynch Create a Unique User Mame

8 Ensynch ILM 2 Demonstration Set Login
Marne Activity

Ensynch Diagnostic Activity

i Ensynch ILM 2 Activity that writes Request
data to a specified log file

Select | Cancel

|
(o]

Figure1-26 - ILM Portal, Action Activity Picker

7. My activityis the one on the bottom. | select it and clicSelect This brings up a copy
of my activity in edit mode. Notice the three fields for setting our properties.

Ensynch Diagnostic Activity

Activity Name: |Diagnustics
File FolderPath: |C Y
Diagnostic File Name: |LogFiIe txt
Save Cancel
Add Activity
O]

Figure1-27 - 1LM Portal, Ensynch Diagnostic \WActivity

8. I'm going to set the Activity Name td_bg Create User Requestsaccept the defaults
on the rest, and clickSave My end result looks like this:
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